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Background

e Current Status on R&E Networks

- The connectivity of R&E networks are improving
and progressing.

- Most user are expecting the high performance of
the networks.

- Network operator have to support such user’s
research or demonstration.
And if there is any problem with networks,
network operator have to resolve the problem as
soon as possible.




Background

e Problems on R&E Networks

- lLayer3 routings are becoming complex. As router
configuration tend to be complex too, it increase the
burden on network operators with routing control.

Unexpected routings or asymmetric routings are
generated.

- It is difficult to collect network’s or organization’s
information.
For example they include routing policy, network
topology, network status.




Background

e Solutions from APAN-|P
e BGP Path Matrix Tool

- Developing the web page for viewing each
organization’s routing policy. This routing policy is
their choice paths data.

= Enable to understand current BGP routing
policy without asking other NOCs.

= Enable to understand the BGP path
information of each organization’s choice,
not only primary but also backups.




Background

 APAN-JP Zebra Server

- Developing the tool of confirming the BGP routing status
on each R&E networks in real time.
= Enable to view current “BGP best path”
information of other network.

e R&E Routing ComPATH Tool

-~ Developing the tool which compare the choice path with
the current path by each networks, and display the result
after comparing.

= By viewing the result, enable to detect the
unexpected path.




System




lllustration of the System

21'April 2007
kurokawa@kddnet.ad.jp

AARNET <— Please select your organization when you input the path data.
Destination AARNET Abilene APAN-JP | APAN-TW CERNET
(AAR) (ABL) (AJP) (ATW) (CER)
Source 7575 11537 7660 9264 4538
AARNET |I/None [[direct [UfTsG TP [0 fdirect [1fTsG THK
(AAR)  [2[None Ii2[ [2[HAW 2[7539 [2fTP2 ATP
75 [§Nome Bl 5 AL EAWAR
oo o ™ Wftrzar STLTEK
(ABL) [2[TP2AJPTIPTSG _|[2[None s 2[STC [Pz AP
11537 [3]GEA AAR [[3[None. [3[GEA SIT 3SR [[ar
ApaN-jp [L[UPTSG [tfre2 [T[None [1[direct [1fdirect
@Jp)  [2[TP2 [2]direct [2[None 2[csT [P THK
7660 [3[HAW s [3[None BTP2ABL __ [B[KOR
APAN-Tw [L[iect e [Edirect [t/Nose [Edirect
(ATW)  [2[ATP TIP TSG [2[aPTP2 [ZlesT 2[None [2[aTe
9264 [3[SRTSG B [B[ABLTP2  [3|None B
CERNET [L[THKTSG [[direct [1fdirect [1fdirect [1/None
(CER) [2[ATPTP2ABL __|2[ATPTP2 [2THK T3P 2P [2/None
B! [l —. 5 R S

. BGP Table of APAN-JP_tpr6

BGP table version is 0, local router ID is 203.191.248.35

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
RIB-failure, S Stale, R Removed

origin codes: i - 1GP ? - incomplete

L
Input Choice Path Data
R AR AR

Path Matrix Tool

=

BGP Peering
Path Matrix Tool

Network
+> 6.1.0.0/16
6.2.0.0/22

Next Hop Motric LocPrf Weight Path
3.181.248.144 ] 7660 22388 11537 668 &
‘144 7660 22388 11537 668 1

‘148 7660 22388 11537 668 1
7660 22388 11537 668 1
7660 22388 11537 668 &

‘las
‘148
‘144
‘144
‘144
‘148
‘148
‘1as
‘1aa
‘144
‘144
‘144
i1as

Zebra Server - Input the choice path information.

7660 22388 11537 668
7660 22388 11537 668
7660 22388 11537 668
7660 22388 11537 668
7660 22388 11537 668
7660 22388 11537 668 1

7660 22388 11537 11096 6356 &
7660 22388 19401 11096 &

7660 22388 11537 20965 559 &
7660 22388 11537 10576 1742 &
7660 22388 11537 10578 1742 §

Display the choice path

- Save Routing Information . 2
information.

Matrix Web
Page

> 12.6.208.0/20

- This Information Include
Only Best Path Information

APAN-]P Zebra Server

[APAN-TP_tpr6
[Choice AS PATH

[Prefix AS PATH

- Save Path Data

- Save the BGP routing
information.

- Display the BGP routing
information.

\\

i

[40.250.0.024

[7660 23855 7610 4249 i

[M(7660_)+(24287_)+(24490_)+(23855_)+

[s8.83.128.0/18

[7660 24287 24489 4538 9406 7497 9308 i

[A(7660_)+(4538 )+

[s883.1280/19

[7660 24287 24489 4538 9406 7497 9308 i

[A7660_)+(4538 )+

|58.83.128.0220

[7660 24287 24489 4538 9406 7497 9308 i

A(7660_)+(4538_)+

[s8.83.128.0021

[7660 24287 24489 4538 9406 7497 9308 i

[A(7660_)+(4538 )+

[58.83.136.0121

[7660 24287 24489 4538 9406 7497 9308 i

5883144020
[58.83.144.021 7660 24287 24489 4538 9406 7497 9308 i

[7660 24287 24489 4538 9406 7497 9308 i

)

)
[7(7660_)+(4538_)+
[7(7660_)+(4538 )+

[7(7660_)+(4538_)+

7
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save the each destination
data by each network

- Extract Primary Path Data

APAN-JP | | Abilene TEIN2
1.- 1.- 1.-

- Compare Real Path with choice Path
- Extract and Display Different Path

Checked Path Page

I

[58.83.152.0021

[58.83.159.0724  |[7660 24287 24489 4538 9406 7497 9308 i

[7660 24287 24489 4538 9406 7497 9308 i

[A(7660_)+(4538 )+

[r(7660_)+(4538_)+

[58.83.160.0/19

[7660 24287 24489 4538 9406 7497 9308 i

[A7660_)+(4538 )+

[58.83.160.0720

[7660 24287 24489 4538 9406 7497 9308 i

[A(7660_)+(4538 )+

[58.83.160.0%21

[7660 24287 24489 4538 9406 7497 9308 i

[1(7660_)+(4538 1+

58.83.168.0%21

[7660 24287 24489 4538 9406 7497 9308 i

[A(7660_)+(4538 )+

[58.83.176.0720

[7660 24287 24489 4538 9406 7497 9308 i

[58.83.176.0721

[7660 24287 24489 4538 9406 7497 9308 i

)

)
[1(7660_)+(4538 )+
[N(7660_)+(4538_)+

ComPATH Tool

- Compare the choice path data
with current path data and display
the result.




System of Comparing Paths

Peer with R&E Networks and \%\(77\ Input and Save Choice Path
Save BGP Routing Information \ /\L Information of R&E Networks.
— =

Path Matrix Tool

Zebra Server

Get the data Get the data

Current Path Data Choice Path Data
Compath Tool

Compare Current Path Data with
@ Choice Path Data.
\\
N\

(o ==
£~ NOC people view this

—f

= Extract and Display Different
n nfirm th
ﬁ:g:zzli:a‘:i)on of the Checked Path Page Path Data from Compared
Result.

different path.




System of Comparing Paths
BGP Path Matrix Tool

AARNET GO ) <--- Please select your organization when you input the path data
Destination | .- ARRRET | . A l-)i;ene APAN-JP AP,x-x;-.l:\:v ...... CERNET '+-.,| Destination
..., (AAR) (ABL) (AJP) (ATW) (CER) .
Source CTUISS e naaal,, .., 11537 7660 9264 . lisaesn= 4538"""" Network
AARNET |[1[None [1/[direct 1TscTiP  [1di
< (AARY.  [2|None 2 [2[HAW 2
;7575 % [3None B s B :
bilene |1 [direct 1 [None [1fTP2 — |~ When both-way path is
(ABL) :[2[TP2AJPTIPTSG [2[None [«[TP2 ATP \| equal, the path will be
i| 11537 73[GEA AAR [3[None ; RIS ~_[3]asp ) lored bl
| APAN-yp JL[TIPTSG [t[TP2 -~ [t][direct N coloredis
(AJP) [2[TP2 [2/[direct CST ~ 2mPTHK |
| 7660 3[HAW [3]stT ~B[TPZABL [3[KOR |
[ ApAN.Tw:[L[direct [1]ai direr: 1 [None [t [direct !
il (ATW) :[2[AJP TIP TSG [2[a”TP PICST _ [2[None 2[aP |
Va0s _-'|§J SIR TSG .~ [[aBLZ2  [3None 3 |
. CERNEF [I[THKTSG ; [lirect 1 [direct [1[None |
% (CER): [2[AJP TP2 ABL Z|AJP TP2 ~2THKTIP  [2[ATP [2[None |
E , 4538, 3 3[AJP HAW 3[sTL ~ [3jxor [3[sTL [3[None |
SNo:rce - By meeting face-to-face and talking with the person in
etwor

charge of each organization or contacting by E-mail, we
could collect the each organization’s choice path data in
Path Matrix Tool.




System of Comparing Paths
APAN-JP Zebra Server

e About APAN-JP zebra server

- Software : quagga-0.99.8

- Host name : zebra.jp.apan.net

- AS number : 65432

- IP address :203.181.248.35

- Peering way : IBGP or EBGP multihop

- Advertising routes : None

- Receiving routes : Please advertise your all R&E routes

® Purpose of Use
- Collecting BGP routing information on R&E networks.

- By viewing these information, confirming the BGP routing status
on each R&E networks in real time.

- By saving these information, referring to past information.




System of Comparing Paths
APAN-JP Zebra Server

[ Peers List of APAN-JP ZEBRA server

(1) Display the list of peering networks
and the status with them.

Organizataion Neighbor AS
203.178.136.29 2500

203.178.136.31 2500 4
203.181.248.204 7660
203.181.248.144 7660
203.181.248.168 7660 |
192.203.116.145 22388 /4
202.179.248.1 24490
202.158.192.18 7575 4
AARNET/PER 202.158.192.217 7575 4

- Peering organization’s name
- Peering organization’s status

- The number of receiving routes from
peering organization

show ip bgp _gPAN-JP_tpE BIE™) . . 3
(2) Select the organization and click
B BGP Table of APAN-JP_tpr6 “submit button”’.

BGP table version is 0, local router ID is 203.181. 5

Status codes: s suppressed, d damped, h history, best, i - internal,
r RIB-failure, S Stale, R Removed
Origin codes: i - IGP, e - EGP, ? - incomplete

Network

th - )
o oS ne . e i aaggs 1137 cce < (3) Display APAN-JP zebra server’s
.0. 203.181.248.144 0 0 0 7660 i
203.181.248.144 0 0 0 7660 i . 3 f 3
0 203.181.248.144 0 0 0 7660 t
0 203.181.248.144 0 0 0 7660 receIVIng rou es rom Peerlng
.6.0. 203.181.248.144 0 0 0 7660
.7.0. 203.181.248.144 0 0 0 7660
0 203.181.248.144 0 0 0 7660 networl(o
.0. 203.181.248.144 0 0 0 7660
203.181.248.144 0 0 0 7660
203.181.248. 0 0 0 7660 i ° °
303 101 20 144 6 0 7660 22398 6356 i = Display the current routing
203.181.248.144 0 0 0 7660 96 i
203 101 500 104 o0 0 7ees T information
*> 12.6.208.0/20 0 0 10578 1742 i




System of Comparing Paths
Routing ComPATH Tool

[AARNET ) (G0 ) <--- Please select your organization when you input the path data.
Destination AARNET Abilene APAN-JP APAN-TW CERNET
(AAR) (ABL) (AJP) (ATW) (CER)
Source 7575 11537 7660 9264 4538
AARNET || [None 1][direct 1[TSG TIP 1][direct 1[TSG THK
(AAR) |[2[None 2] 2[HAW [2][7539 [2[rP2 ATP
7575 |[3]None 3 3 3[ABL [HAW AJP
Abilene |[1/[direct [1[None 1[TP2 1/TP2 ATP 1[STL THK
(ABL) [2(TP2ATPTIPTSG _[2[None T 2sTL [rP2ar
11537 |3
AN-Jp [L[TJP TSG 1[TP2 1[None 1[direct [1direct
< AJP)  [2fTP2 [2][direct 2[None 2[csT [2[rsP THK D
560 [3[HAW 3[srT 3[None 3[TP2ABL  [3KOR
APAN-TW [ - :
(ATW) |[2[ATP TIP TSG [2[asP TP2 l2[csT [2None |2[a1P
9264 [3[SIR TSG 3 3[ABLTP2  [3[None 3]
CERNET |[L[THKTSG 1 [direct Ldicect [t]direct [t/None
(CER) [2[ATPTP2 ABL 2[aTP TP2 2|THK TIP 2[a1P [2/None
4538 |3[AlPHAW B[sTL 3[KOR B[sTL [3[None

| BGP Table of APAN-JP_tpr6

BGP table version is 0, local router ID is 203.181.248.35

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, R Removed

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 6.1.0.0/16 203.181.248.144 0 0 0 766 2388 668 i
*> 6.2.0.0/22 203.181.248.144 0 0 0 76 22388 11537 668 i
*> 6.3.0.0/18 203.181.248.144 0 0 0 22388 11537 668 i
*> 6.4.0.0/16 203.181.248.144 0 0 0 22388 11537 668 i
*> 6.5.0.0/19 203.181.248.144 0 0 0 22388 11537 668 i
*> 6.6.0.0/16 203.181.248.144 0 0 0 22388 11537 668 i
*> 6.7.0.0/16 203.181.248.144 0 0 0 22388 11537 668 i
*> 6.8.0.0/20 203.181.248.144 [ 0 0 22388 11537 668 i
*> 6.9.0.0/20 203.181.248.144 0 0 0 22388 11537 668 i
*> 6.10.0.0/15 203.181.248.144 0 0 0 22388 11537 668 i
*> 6.14.0.0/15 203.181.248.144 0 0 0 \§660 22388 11537 668 i
*> 8.6.244.0/23 203.181.248.144 0 0 0 22388 11537 11096 6356/ i
*> 8.6.245.0/24 203.181.248.144 0 0 0 22388 19401 11096 i
*> 9.4.0.0/16 203.181.248.144 [ 0 0 22388 i
*> 12.0.48.0/20 203.181.248.144 0 0 0 766 42 i
*> 12.6.208.0/20 203.181.248.144 0 0 0

From APAN-)P
To AARNET

To Internet2
(Abilene)

To APAN-TW
To CERNET

A(7660 )+(7575_)+

A(7660 )+(9264_ )+
A(7660 )+(4538_ )+

A(7660_)+(22388_)+(11537_)+

“Router#show ip bgp neighbors received-route”

Compare Path

Script

Current Path Data

Inputed Choice
Path Data

Display the different paths by prefix after
comparing the choice paths with the current path.




System of Comparing Paths

Routing ComPATH Tool

- The Example of APAN-JP

. Compare Organization's Choice Path with Present Path

compare CRPAN-P-5r6T3) path ()

After comparing the choice path with current path,
“Compath Tool” extract and display the different paths on a prefix basis.

L]
L
L]
L

Choice Path

"
-~
n
—_—1
L]
L ]

(7660) ---> C

Prefix «

|Current ASPATH ||ChoWATH |

[116/£33.64 )19 |[7660 2428724489 4538 9406 7497 24134 i |[A(7660_)+(4538 )+]

115.213.96.0/\9

7660 24287 24489 4538 9406 7497 24134 i A(71660_)+(45381)+]

15.66.155.0724

7660/24287 24489 4538 9406 7497 24134 i (7660_)+(4538_)#]

702.152.176.0

02.152.176.0/2

76$ 24287 24489 4538 9406 7497 2413\i AMT660_)+(4538_)
7650 24287 24489 4538 9406 7497 24134 AT7660_)+(4538

)

02.152.180.0/2

7650 24287 24489 4538 9406 7497 24134 |’\(7660_)+(4538_)+|

2
on
"

02.152.184.0/2P||7600 24287 24489 4538 9406 7497 241341 A(7660_)+(4538
202.152.190.0/73 766\24287.24489 4538 9406 7497 241}4 i (7Q60_)+(4538
242.152.190.04

20A38.108.0)22
202. 0/21

Current AS Path Data Choice AS P_ath Data

7660 24287 24489 4538 9406 7497 24434 i AT660 )+(4538 i+lll :
7660 9270.4538 4538 i A :l f
7660 9270 45 i A(76 8_)+ -

APAN-JP
AS 7660

Current Path

Prefix of different path
202.38.108.0/22

Current Path :
7660 9270 4538 4538 i |

Choice Path :
A (7660 )+(4538 )+




Case Study




Case Study

||[Prefix AS PATH

Choice AS PATH
= _ (Cholee detected by Compath Tool
:(1[208.65.120.0/22 :{7660 22388 11537 7575 6360 16538 i P%?GGO_H{6360_H—_

To Univ.Hawaii
From APAN-]P

G Prefix of different path
otcope@tprb> show route 288.65.128.8/22

inet.@: 227334 destinations, 242488 routes (227328 active, 5 holddown, 69 hidden)
+ = Active Route, - = Last Active, * = Both

286.65.128.8/22 *[BGP/178] 1d 16:44:53, MED 188, localpref 115, from 283.181.248.168

AS path: 22388 11537 7575 6368 16538 |
> to 283.1581.249.188 via ge-1/3/8.6

[BGP/17B] 1d 16:44:52, MED 188, localpref 115, from 283.181.248.171
AS path: 22388 11537 7575 6368 16536 |
> to 2083.181.249.188 via ge-1/3/8.6

ot cope@tpré> [] path with

Univ.Hawaii but regarding with
208.65.120.0/22, APAN-JP
select the path via US and

Australia.




Demonstration




Demonstration

URL http://compath.jp.apan.net/index2.rhtml

Test Target : APAN-JP(AS7660) ---> Any Network

APAN-JP’s(AS7660) choice path data

Reference : http://compath.jp.apan.net/noc/all_path.cgi

APAN-|P’s(AS7660) current path data

Reference : URL http://compath.jp.apan.net/




Utilization




Utilization

By using these Tools ...

= Enable to view other organization’s or network’s routing
information when we don’t have direct connectivity too.

= |f we peer with APAN-JP zebra server, we can so easily
disclose own routing information to other NOCs, without

“router proxy” or something tool.
These disclosed information will be helpful when NOC:s try

to do troubleshooting.

= By viewing the result of the tool’s comparing the choice
path with the current path in own network, we can find and
detect the unexpected routing selection.




Requests and Future Working




Requests

¢ We would like to collect R&E network’s or organization’s
BGP Choice Path Information.

Please let us know your network’s BGP path selection.

= Already AARNET, APAN-TW, CERNET, Internet2, KOREN, SINET,

TransPAC2 and Uninet have inputed their BGP path selection in “Path
Matrix Tool”.

® Ve would like to share the information of R&E network’s
or organization’s routing status with NOC:s.
Please peer with APAN-|P Zebra server.

= Already TransPAC2 ,TEIN2,AARNET,ASTI and SingAREN peer
with APAN-JP Zebra Server.




Future Working

® Saving the data of routing information in
zebra server.

® Developing the alarm function when the
tool detect the unexpected routes.

® Cooperating with Route Views Project.




Thank you very much !

ops@jp.apan.net




