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® For the purposes of this discussion, it will
be useful to compare the Commodity
internet with the R&E internet
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Defining the Problem

® For the purposes of this discussion, it will
be useful to compare the Commodity
internet with the R&E internet
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® BGP Peering: the act of exchanging your customer routes with the customer routes of another
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® Typically done between networks of equal size and traffic demands
® Not a transitive relationship (you only send your customer routes)

® Also called Settlement-Free Interconnect (SFl) because no money exchanges hands




Definitions

® BGP Peering: the act of exchanging your customer routes with the customer routes of another
network

® Typically done between networks of equal size and traffic demands
® Not a transitive relationship (you only send your customer routes)
® Also called Settlement-Free Interconnect (SFl) because no money exchanges hands

® BGP peers are typlcally multlhomed at four or more Iocatlons
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Traditional Types of
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® Global Connectivity reached without purchasing transit from any other carriers

® Reach all Internet destinations through SFl peerings with other Tier |s and by selling service to customers
® Examples

® AOL Transit Data Network (ATDN)
AT&T
Global Crossing
Level3

Verizon Business
NTT

Qwest
. SAWVIS
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Commercial Motives

® Why would a network want to SFl Peer with another network!?

® |owering transit costs: why pay for something you can get for next to
nothing?

® Increased control over routes: direct peering always yields more ability to shift
traffic around

® Decreased latency for your customers: the shorter distances involved cause

TCP backoff algorlthms to allow more bandW|dth through hence more traffic
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Commercial Motives

® Why would a network want to SFl Peer with another network!?

® |owering transit costs: why pay for something you can get for next to
nothing?

® Increased control over routes: direct peering always yields more ability to shift
traffic around

® Decreased latency for your customers: the shorter distances involved cause

TCP backoff algorithms to allow more bandwidth through, hence more traffic
from your customers, whom you charge
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Best Practices

® Monitor links aggressively for traffic imbalances

® Much investigation into traffic symmetry before and after peering is
established
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Commercial Peering
Best Practices

® Monitor links aggressively for traffic imbalances

® Much investigation into traffic symmetry before and after peering is
established

- ® Make sure a_Iawyer is mvolved Better yet,a tegm of Iawyers'
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perspective
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R&E Peering Best
Practices

Monitor links and interconnects, but not from a contractual violation
perspective

Flexible “gaming” of the network in the middle of the night to fix a
performance problem

Prefer R&E over Commodity
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Commercial vs R&E:
Infrastructure

® Commercial:“Never provision more than your ROI prediction model”
® No prefixes smaller than /24
Larger routing table requires stricter analysis of prefix base
Lower speed links from smaller networks
For Tierls, presence in most major markets

Larger set of professional support resources
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Pre-1999 International
Connection Model

® R&E Networks have always been more generous with their transit policies

® send all or some of non-customer R&E routes at no cost to peers

® Pre-1999 model was built around network aggregators in each region that
would serve as a R&E equivalent to the Commercial Tier| providers.These

aggregato rs had a few  major ¢ d |ffe rences
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Politics

® Commercial:“Money = Politics = Money”
® occasional user community pressure to peer (e.g. Level3 vs. Cogent)’
® for the most part laissez-fair

® R&E:“There’s no funding like your funding!”

A S
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® Commercial:“If you break it, you will know”
® There are a lot of people watching the network in a very distributed fashion

Sub-optimal network configuration will have trickle down effects on customers and legally binding
documents to back them up

Large base of networks participate in NANOG and other regional commercial mailing lists that can

be used to publicly debate the actions of a network
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® There are a lot of people watching the network in a very distributed fashion

Sub-optimal network configuration will have trickle down effects on customers and legally binding
documents to back them up

Large base of networks participate in NANOG and other regional commercial mailing lists that can
be used to publicly debate the actions of a network
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Problem Definition

® The best practices laid out earlier may or may not cause
significant problems

® How do you define what the problem is before it changes?

® A network is a collection of many other networks. How
granular do you look at the problem
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Passive Data Collection

® Once you've defined the scope, how do you get
data!?

® Best: you have complete access to every network
element in the R&E mternet space
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Passive Data Collection

® Once you've defined the scope, how do you get
data!?

® Best: you have complete access to every network
element in the R&E internet space
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Passive Data Collection

® Once you've defined the scope, how do you get
data!?

® Best: you have complete access to every network
element in the R&E internet space
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® Once you've defined the scope, how do you get
data!?

® Best: you have complete access to every network
element in the R&E internet space
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Complete Access

® Raise your hand if you want to give me
complete access to every network device
in your network
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in your network

Pl i '.'iin-. e AR 4 ¥ \ Ty -~ m . q o A i o G = A ¥ % R R = B € ) i = ioly L 7Y Y "'.ll"'.r-. Tﬁ'r;;u-.- e P o
I 1T vOuir and 1S actualiv D) Raise voltl IOk s i
¥ I} . ¥ | \ N e i p [l 24 SN e B Wa B 5. B | \ - 5 1 ey | B 3 B e — E - : o Lf !
¥ fl 3 ;l..hu a-""r.- . Forks A -y < 4.5 E;"" AR _,:l.\II C _‘.l:_ A | :hl.‘-_lu_. _: ‘l_l'h. . o .,: | | _'I-_'. r | : R ..; = _._..‘lf, +_'....-,.EI;: . L, "|::‘—.n r_‘_-‘ "|_ ) =::_,':|~.. [ 5%} .;.: ) ‘,‘ ._.1. R 1‘.“ .r.- ,.. Y __:,: '1:-'.'-="': \ ‘i_ ,1_.7 H U :. B ’:'.'-. '.'_ ".,. C 'F::__:‘ _ﬂ. i..‘_ w ...ul:.lr.,.. _-'.J-'-'::'.--.-: -_.I:_‘. Ilr. o
L D 4 B ot A . S he. o Sl e e bl 1 B 7 A i b ) 1% & x . » & ) 5




Looking Glass




Looking Glass

® Restricted, read-only view of one or two
network devices




Looking Glass

® Restricted, read-only view of one or two
network devices

® Non-programmatic access to content

means that troubleshootlng is done by hand

[ o ol St I g T et -

O e by ', ol | -:_-\._'I.-"u. % - o .r.- ..a.,.- l.| et d __J , J,. _||_ it N '|-- 5 o .' . & i _._‘_:l.___. 7 A

i o gy i e Ny k . _'---'\. . P b .. " = i . e l 1_ -i"ﬂ"" ) _. = ok s . ) L .. . 1 - e AT S
ok T SRR e s "*g-L *"1':' S -1.4-,.5-.-._-3-.-:_1;*-'-:_:_-4 JEi T : . "--‘ i"' 'h.-.r-".:-!--'. .:-:'_n -_ - -.-.-a.--.*.?'-'.r'u . :::r-“.-'.-'=.-!-*!=.=-..ik’,l‘--r.r.-_;f:s- :-‘; f-'-.-_.;':& *H. Pt i




Looking Glass

® Restricted, read-only view of one or two
network devices

® Non-programmatic access to content
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Looking Glass

® Restricted, read-only view of one or two
network devices

® Non-programmatic access to content

means that troubleshooting is done by hand
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® Typically a eBGP feed from a single router
® Only gives access to a subset of data

® External BGP only expresses the best route, not
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Data Feeds

® Typically a eBGP feed from a single router
® Only gives access to a subset of data

® External BGP only expresses the best route, not
all routes
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Active Measurements

® Probe the network with ICMP traceroutes
® difficult when networks block ICMP

® need a good set of endpoints that fully represent a
oy network (and don t move)

T i I SR J & e LR AR S 3 WL e E o WS T I A T P G
4 ey s P o i P s e ey L B o 'n-ﬂ.-_. S T T h'\.""l_'\L__' S Sy e P s e o L ey R - 5 G TR TR Lt e B 3

. = " fadic T R oy ﬁ i '-. { iR e T g Sl g B R ey e il 1 e
i e .Il-ll' S _I.I"‘"- :."*'l‘:.' I".'n'_: ‘_l'_:_.-__'l-+'_-..|l.| L --I';' o |:_._ Lt _. ._Tr- |"'| ju.i 'I:-E: T ‘FT ﬂ |'?' : "l _|"_:_ ] I .-..-'-.'-','t '..-.|I i, |Iaf_'l?_"'i-..:- e ..EI_.I ..-...-.‘-‘-_':'_..'_t,l '..'-_._._ . _I‘l- If::-_.l;!._-;_.“ T |:.? 4] :.-'_r.-.._.. r_'F:_'- T _.-:.:_- .:'.':1 z_|l."' : -rl."-"- iy




Active Measurements

® Probe the network with ICMP traceroutes
® difficult when networks block ICMP

® need a good set of endpoints that fully represent a
network (and don’t move)
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Michigan is in Korea?

® Recent example from Wednesday, April |19th

® | added a new prefix for a Michigan network to the
Abilene filters

® When | looked at the route on Abilene, the route was
preferred via TransPAC2 rather than via the direct
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Michigan is in Korea? (cont.)

MREN, the network provider for the Michigan network, also has a peering with KREONET?2 in Chicago.
They advertise the route to them, as they should.

KREONET?2 has a peering with the KOREN network in Korea.They have a transit agreement in place
where KOREN uses KREONET? to get to the US.

KOREN sends the route to the APAN network, who is only expecting to get KOREN customer routes

® APAN sends the route to TransPAC2 in Los Angeles. The route is given a BGP community tag of
I |537 160, WhICh is howAPAN ensures thatTransPACZ N the preferred path forAPAN pref' xes. (see ;
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Michigan is in Korea? (cont.)

MREN, the network provider for the Michigan network, also has a peering with KREONET?2 in Chicago.
They advertise the route to them, as they should.

KREONET?2 has a peering with the KOREN network in Korea.They have a transit agreement in place
where KOREN uses KREONET? to get to the US.

KOREN sends the route to the APAN network, who is only expecting to get KOREN customer routes

® APAN sends the route to TransPAC2 in Los Angeles. The route is given a BGP community tag of
I |537 160, WhICh is howAPAN ensures thatTransPACZ N the preferred path forAPAN pref' xes. (see ;
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Michigan is in Korea? (cont.)

MREN, the network provider for the Michigan network, also has a peering with KREONET?2 in Chicago.
They advertise the route to them, as they should.

KREONET?2 has a peering with the KOREN network in Korea.They have a transit agreement in place
where KOREN uses KREONET? to get to the US.

KOREN sends the route to the APAN network, who is only expecting to get KOREN customer routes

APAN sends the route to TransPAC2 in Los Angeles.The route is given a BGP community tag of
| 1537:160, which is how APAN ensures thatTransPACZ N the preferred path for APAN pref' Xes. (see
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Michigan is in Korea? (cont.)

MREN, the network provider for the Michigan network, also has a peering with KREONET?2 in Chicago.
They advertise the route to them, as they should.

KREONET?2 has a peering with the KOREN network in Korea.They have a transit agreement in place
where KOREN uses KREONET? to get to the US.

KOREN sends the route to the APAN network, who is only expecting to get KOREN customer routes

APAN sends the route to TransPAC2 in Los Angeles.The route is given a BGP community tag of
| 1537:160, which is how APAN ensures that TransPAC?2 is the preferred path for APAN prefixes. (see
below),
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KREONET2 has a AS 17579 MREN peers with KREONET2
transit agreement KREONET2 at Starlight in Chicago
with KOREN
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Michigan is in Korea? (cont.)

® 5o, what knowledge and access did | need to figure this
out?

® Access to Abilene and TransPAC2 routers

® Detailed knowledge of their BGP communities, export
policies and localpreference settings
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Michigan is in Korea? (cont.)

® 5o, what knowledge and access did | need to figure this
out?

® Access to Abilene and TransPAC2 routers

® Detailed knowledge of their BGP communities, export
policies and localpreference settings
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Solutions

More rational interconnection agreements

amongst international peers
Regional aggregation and fuller mesh of "Tierl"
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Formalized backup agreements

Reduction of assymetric routing policies (e.g.
Internet2 Fednet-ITN transit)

Removal of_ _Iocalpref controls in favor of BGP
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® Formalized backup agreements

® Reduction of assymetric routing policies (e.g.
Internet2 Fednet-ITN transit)

° Removal of Iocalpref controls in favor of BGP
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Solutions

® Formalized backup agreements

® Reduction of assymetric routing policies (e.g.
Internet2 Fednet-ITN transit)

° Removal of Iocalpref controls in favor of BGP
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Solutions

® Formalized backup agreements

® Reduction of assymetric routing policies (e.g.
Internet2 Fednet-ITN transit)

® Removal of Iocalpref controls in favor of BGP
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